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WHY IT MATTERS

Why cloud forensics is hard:
•Provider holds the evidence
•Shared (multi-tenant) hardware
•Data spread across regions
•Volatile instances and sessions
•Different laws per location

C l o u d  f o r e n s i c s  i s  h a r d ,  a t t r i b u t i o n  i s  m i s s i n g .

Methods detect tampering but rarely say who did it: 
they use static logs, not correlation.

•Study of cloud anti-forensics
•Detection + attribution framework
•Controlled Azure experiments

T h e  g a p  w e  a d d r e s s :
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Three techniques,
one cloud

Log suppression

Delete the diagnostic
setting so later activity is
never logged

2 trials, ~4,200 baseline
events

Metadata spoofing

Forge file timestamps to
mislead the timeline

500 files, two difficulty
levels

Obfuscation

Hide content with
encryption or encoding

450 blobs, range reads

STUDY DESIGN

S c o p e :  o n e  p r o v i d e r  ( A z u r e )  ·  s c r i p t e d  w o r k l o a d s  ·  s y n t h e t i c  d a t a
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Attack: delete the
diagnostic setting

TECHNIQUE 1 · LOG SUPPRESSION

D1 · Event rule

Delete event in 
Activity Log

D2 · Gap

Silence over
30 s

D3 · Correlation

Gap containing 
a deletion

D4 · State check
Blobs changed vs.

events logged

4,218

clean baseline events

7 seconds

longest normal gap

30 seconds

alert threshold (≈4×
max)
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Testbed architecture

Figure 1: Testbed architecture and the logging attack.
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Manual attack log

What it shows:

Ground-truth start and
end times of the attack
and cool-down, used to
check Activity Log
boundaries.

Figure 2: Manually recorded attack log (UTC).
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Blackout found, account
named

TECHNIQUE 1 · TRIAL 1 RESULTS

14.4 min

Trial 1 blackout

Alert 1 is ~7× the blackout (idle time before the attack). Alerts 2–3 come from two writes by another
identity. The Activity Log names the account and source address (a session, not a person).

0

Storage events
logged

≥ 84

blobs written
(versioning)
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Gap plus correlation (Trial 1 )

What it shows:

Three gaps. Only
the first has
TamperInside =
1, so the deletion
falls inside it.

Figure 3: Gap detection correlated with Activity Log deletions.
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Zero events in the blackout

What it shows:

LoggedEvents
= 0 between
the deletion
(10:03:59) and
the re-
creation
(10:18:23).

Figure 4: Zero OAuth storage events logged during the blackout.
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Gap detection alone (Trial 1 )

  What it shows:

Three alerts:
103.3, 11.3 and
3.8 min. Only
the first
contains the
blackout.
Precision 1/3.

Figure 5: Gap detection alone.
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Repeated with swapped
workloads

TECHNIQUE 1 · TRIAL 2 AND SUMMARY

Trial 2 result

Deleted 05:21:28, recreated 05:30:50
UTC. Blackout length depends on
attacker timing. Gap alone 1/2; with
correlation 1/1. D1 and D3 name the
account.
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 and re-creation (Trial 2 )

What it shows:

Activity Log
shows DELETE
then WRITE.
Blackout of
9.37 min,
shorter than
Trial 1.

Figure 6: diag-blob deleted at 05:21:28 and re-created at 05:30:50 UTC (Trial 2).
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Gap alone (Trial 2 )

What it shows:

Two alerts of 19.6
and 4.2 min. One
is a false alarm.
Precision 1/2.

Figure 7: Gap detection alone, Trial 2 (two alerts, one true positive).
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Gap plus correlation (Trial 2 )

What it shows:

Correlation
removes the
false alert. One
alert remains
and matches
the tampering.
Precision 1/1.

Figure 8: Gap detection correlated with Activity Log deletions, Trial 2 (one alert,
matching true tampering).
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Attack: delete the
diagnostic setting

TECHNIQUE 2 · METADATA SPOOFING

Why it works

touch rewrites modification time, but change time and birth time stay true to
real events.

Attack:

500 ext4 files. 250 random files
(seed 42) forged with dates from
2015 to 2021, 4.8–11.7 years before
creation; 250 untouched.

Local detector (any one fires):

Modification time before birth time
Change time over 1 day after
modification
Zero nanoseconds in modification
time
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Local detector results

What it shows:

TP 250, FP 0, TN
250, FN 0.
Precision, recall
and F1 all 1.000.
Confirms ext4.

Figure 9: Local detector results on 500 files (TP = 250, FP = 0, TN = 250,
FN = 0) and file system type (ext4).
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Easy forgeries caught, near-
time ones slip through

TECHNIQUE 2 · RESULTS

Two difficulty levels:

Easy: forged 4.8–11.7 years before
creation (seed 42), all scores 1.000.
 Near-time: 1–6 hours before (seed
99), precision 1.000, recall 0.544, F1
0.705.

114 / 250

near-time
forgeries missed
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Compare against Azure’s Last-
Modified

TECHNIQUE 2 · CROSS-SOURCE CHECK

Caveats
Last-Modified is upload time, so backups or migrated files can false-alarm (needs a baseline).
Scored on easy forgeries only. PC and Azure clocks not compared. Single run.

Local mtime
attacker can forge

Blob Last-Modified
set by Azure

Gap > 1 day
→ flagged

0.05 days

clean gap (~1.2 h upload delay)

2,945.85 days

tampered mean (1,753–4,265)

250/0/250/0

TP / FP / TN / FN: all 1.000
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Cross-source output

What it shows:

Per file: local mtime, blob Last-Modified, gap in days
and flag. 
Tampered files show gaps of years.

Figure 10: First rows of the cross-source output: local modification time, blob Last-
Modified, and gap in days.
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Cross-source results

What it shows:

TP 250, FP 0, TN 250, FN 0. Precision, recall and F1 all
1.000 on the easy set.

Figure 11: Cross-source detector results on 500 files (TP = 250, FP = 0, TN = 250, FN = 0).
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Hide content, scan only a
prefix

TECHNIQUE 3 · OBFUSCATION

Alert if any signal fires:
Entropy > 7.5

bits/byte
Base64 charset
+ entropy ≥ 4.0

Hex charset + entropy ≥
3.0

text/ type, few printable
bytes

Dataset: 450 blobs

200 benign (text, JSON, gzip, zip)
and 250 obfuscated (Base64,

hex, AES-256, gzip+Base64,
XOR). All uploaded as text/plain.

Threat model and scan

Attacker: compromised
identity with write rights.

Defender: read-only, scans
prefixes (128 B to full), 450 × 6

= 2,700 range reads.
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Blob count verification

What it shows:

450 blobs listed.
2,700 scan rows written (450 blobs × 6 read sizes).

Figure 12: Blob count verification confirming all 450 files uploaded to Azure Blob Storage.
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A small prefix catches most
of it

TECHNIQUE 3 · RESULTS

Zero false positives

All 200 benign blobs stayed clean at
every size. Reading more than 512 B
added no detections for these blobs.

0.920

at 128 B (6.3%) 0.956

from 512 B (24.9%)

International Association for Convergence Science & Technology (IACST)                                                   23



XOR is the blind spot

TECHNIQUE 3 · PER-CLASS RESULTS

XOR stays at 78% even on the full blob: a heuristic limit, not missing data. XOR output has high entropy
but no structural signature.
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What worked, and where it
didn’t

RESULTS AT A GLANCE
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Takeaways and limits
 

Thank you · Any Questions?

Key takeaways

•Correlating Activity and storage
logs removes false alarms and
names the account
•Provider-assigned evidence
beats forgeable metadata
•Prefix reads screen for
obfuscation cheaply

Limits and next steps

•Scripted workloads, synthetic
data, one provider, 2 log trials
•Weak spots: near-time
forgeries, XOR
•Next: other providers,
dedicated attacker identity,
real-time alerting
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